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Ck = M/7(mod pk), 

where 

Ml s]W(modpi), 
U2 = U (mod P2), 

Mk p M (mod pk), 

ei ^ e (mod (pi - 1)), 
62 sMmod(p2- l)),and 

bkse(mod(pk- 1)), 

where e is a number /elatively prime to (p,-l), (P2-I), ■ • and (pk-1), 
solving said subtasks to determine results Ci , C2 • • • Ck, 

combining said results of slid subtasks in accordance with a fast recursive combining 
process to produce said ciphertexjf word signal C whereby, 

y. = Yi-i + [(Ci-Y/.i) (Wi'' mod pO mod pi] .Wi mod n 
2<i <k, and 

C=Y,,Y, =ciandWi=nP; 

/ 

^t^^^^bx^^^e^sin^^ nmnunt of rompmer instmctions is required for sai d 

Qtp p nf encoding . 

15 (Twice Amended) A mihod for estabhshing cryptographic communications thatare 
Mckwadscom^^ comprising the steps of: 

decoding a ciphertixt word C to a message word M, wherein M corresponds to a number 
representative of a message and wherein, 
0<M<ri-l 

wherein n is a composii number formed by the product of p,.p... . .-P. k is an integer greater 
than 2[.l and p,. p. . . ./p. are distinct mndmn prime numbers, C is a number representatwe of an 
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encoded form of message word M that is encode^ by transforming said message word M to said 
ciphertext word C whereby, 

C s (mod n), 

and wherein e is a number relatively prime to (rfi-1), (p2-l), . . ., and (pk-1), 

said decoding step being performed usilg a decryption exponent d that is defined by 



dse'mod ((pi-l) (P2-I) •■• (p 
said decoding step including the steps 
(i) defining a plurality of k sub-tasks in 

Ml = 



D), 

accordance with 



M2 = 



C 



(mod pi), 
• (mod P2), 



Mk = C/'(modpk), 



where 



Ci ^ C (mod pi), 
C2l= C (mod P2), 



C, 



d,=i 



s C (mod pk). 



d (mod (pi - 1)), 



d2 s ji (mod (p2 - 1)), and 

dJsd(mod (pk- 1)), 

(ii) solving said sub-tasks to determine results Mi, M2, ... Mk, and 

(iii) combining said results of slid subtasks in accordance with a fast recursive combining 
process to produce said message word/M in accordance with, 

Yi = Yi-i + [(m -Yi-i) (Wi'' mod pO mod pi] . Wi mod n 
where 2 < i ^k, and 
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M = Y„Y,=M,,andWi=n;'y 



whereby processing of a minimal anount of computer instructions i s required for said 



ste p of decoding , 

16. (Twice Amended) A ryptngraphin rnTntnnnications system for establishin g communications 
that are backwards compatible with preexisting public kev infrastructures, comprising: 



a communication medium; 
[an] encoding means coupled to said cbmmunication medium and adapted for 



transforming a transmit message word M to a 
ciphertext word C on said medium, where M 
message, and 

0 < M < n-1 where n is a composite nitmber of the form 



ciphertext word C and for transmitting said 
corresponds to a number representative of a 



n = pi»p2»..-*Pk, 

where k is an integer greater than 2 aild pi, p2, . . .,Pk are distinct random prime numbers, 
and where C corresponds to a number repres(;ntative of an enciphered form of said message, and 



corresponds to 

C = M' (mod n), 

where e is a number relatively prime tb (pi-l), (p2-l) 

[a] decoding means coupled to said cc 
via said medium and for transforming C to a 
a number representative of a deciphered form 
perform a decryption process using a decrypt: 
d^e' mod ((prl)(p2-l)...(l 

said decryption process including the 

(i) defining a plurality of k sub-tasks 

C2^ 



, and (pk-1); and 
mmunication medium and adapted for receiving C 
leceive message word M' where M' corresponds to 
of C, said decoding means being operative to 
ion exponent d that is defined by 

1)), 
steps of 

in accordance with, 
C (modpi), 
C (mod P2), 



where. 
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di s d (rfiod (pi - 1)), 
d2 = d (tiod (p2 - 1)), 

dk = d (Aiod (pk - 1)), 



Ml' = 



M2' = C 



(ii) solving said sub-tasks to determii 



(f:,"' (modpi), 
' (mod P2), and 

'/'(modpk), 

results Ml', M2', ... Mk', and 



(iii) combining said results of said su|btasks by a fest recursive combining process to 
produce said receive message word M' in accordance with 

Yi = Yi-i + [(Mi' -Yi-i) (Wi"' f od Pi) mod pi] . Wi mod n 
where 2 < i < k and 
M'=Y„Y,=M„andWi 4Y\Pp 



[whereby] wherein M'=^ 

17. (Once Amended) A method for dstablishing cryptographic communications that are 
backwards compatible with preexisting hublic kev infrastructures, comprising the steps of: 

encoding a plaintext message wprd M to a ciphertext word C, wherein M corresponds to 
a number representative of a message ^nd wherein 
0<M<n-l, 

wherein n is a composite number formed by the product of pi.p2»- • ■•pk, k is an integer 
greater than 2[,] and pi, p2, . ./, pk are distinct random prime numbers, C is a number 
representative of an encoded /form of message word M, and wherein said encoding step 
comprises transforming said/message word M to said ciphertext word C, whereby 
C = M' (mod n), 

and wherein e is a number i/elatively prime to (pi-1), (P2-I), ■ ■ and (pk-1); and 
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decoding said ciphertext word C to Jreceive message word M', said decoding step being 
performed using a decryption exponent d thlkt is defined by 

d^e'mod ((pi-l)(P2-l)..j(Pk-l)), 
said decoding step including the fuifther steps of, 

defining a plurality of k sub[tasks in accordance with 

Ml' = C/' ((mod pi), 
M2' = C^'^modipj), 



Mk' = C^f (mod pk), 
wherein 

Ci=C(niodp,), 
C2 = C (lod P2), 

Ck s C mod Pk), 

di s(y(mod(pi - 1)), 
d2 = o(mod(p2- 1)), and 

dkM(mod (pk- 1)), 
solving said sub-/asks to determine results Mi', M2', ... Mk', and 
combining said /esults of said sub-tasks to produce said receive message word 
M', [whereby] whereirfM'=M. 



1 22. (Once Amended) A cyptographic communications system for establishing communications 

2 that are backwards compatible with prfiRxistin^u hlic kev infrastructures, comprising: 

3 a communication medium; 

4 [an] encoding means coupled to sai4 communication medium and adapted for 
transforming a transmit message word M to a ciphertext word C and for transmitting said 
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3 to 



ciphertext word C on said medium, wherein M corresponds to a number representative of a 
message, and 

0 < M < n-1, wherein n is a composite nun^ber of the form, 

n = Pl»P2»---»Pk 

wherein k is an integer greater than 2[,] aijd pi, P2, • • .,Pk are distinct random prime 
numbers, and wherein said ciphertext word C corresponds to a number representative of an 
enciphered form of said message and corresponds 

C = (mod n), 

wherein e is a number relatively prime td (pi-1), (P2-I), • . ., and (pk-1); and 
[a] decoding means communicatively cdupled with said communication medium for 
receiving said ciphertext word C via said medium, said decoding means being operative to 
perform a decryption process for transforming /said ciphertext word C to a receive message word 
M', wherein M' corresponds to a number representative of a deciphered form of C, said 
decryption process using a decryption exponent d that is defined by 
d = e'mod((p,-l)(p2-l)...(i-l)), 
said decryption process including the/steps of 

defining a plurality of k sub-tasks in accordance with 

Ml' ^ C,"' (jfnodpO, 

M2' = C/^(modp2), 



Mk' = C/* (mod pk), 



wherein 



193110.01 



Ci = C(modpi), 
C2 = C(m'odp2), 

Ck = C(i|iodpk), 

d, s d (Jiod (p, - 1)), 
d2sd(Ld(p2-l)), 
1 -7- 
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dksdx(mod(pk- 1)), 

solving said sufc^asks to determine results Mi', M2', ... Mk', and 
combinin^d results of said sub-tasks to produce said receive message word M' 

whereby M'= 



3 



27. (Once Amended) A method for establishing cryptographic communications that are 
har.Vwards compatible with pr pfiyisting pubhrAev infrastructures, comprising the step of: 

encoding a plaintext message word ^jfto a ciphertext word C, wherein M corresponds to 
a number representative of a message, and 

0<M<n-l, 

n being a composite number formed from tkc product of p,.p2.. . .-Pk, wherein k is an integer 
greater than 2[,] and Pi, P2, • • Pk are distilct random prime numbers, and wherein the ciphertext 
word C is a number representative of an ^coded form of message word M, wherein said step of 
encoding includes the steps of 

defining a plurality of k sub-taski in accordance with 

Ci s M," (mod/pi), 
C2 = M/^(mo(|p2), 



where 



Ck = M/' {mof Pk), 

Ml sM (mod|»i), 
MasMCmodL), 

Mk s M (mod pk), 

ei s e (mod (bi - 1)), 
62 = e (mod (p2- 1)), and 
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ek = e(mod/pk- 1)), 

wherein e is a numjber relatively prime to (pi-1), (p2-l), • • and (pk-1), 
solving said sub-tasks to determine results Ci, C2, ... Ck, and 
combining said results off said sub-tasks to produce said ciphertext word C. 



32. (Once Amended) A cyptograplic communications system for establishing 
communicatinns that are backwards compatible with preexisting public key infrastructure?. 



compnsmg: 

a communication medium; 

[an] encoding means coupled 
a transmit message word M to a dp 



to said communication medium and operative to transform 
ertext word C, and to transmit said ciphertext word C on 
said medium, wherein M corresponds to a number representative of a message, and 
0<M<n-l, 

from the product of pi«p2». • -'Pk wherein k is an integer 
^re distinct random prime numbers, and wherein the ciphertext 
jf an encoded form of message word M, said encoding means 



n being a composite number formec 
greater than 2[,] and pi, p2, . • ., Pk, 
word C is a number representative 



performing an encoding process 



being operative to transform said ti ansmit message word M to said ciphertext word C by 



c( mprising the steps of 



defining a plurality of k su )-tasks in accordance with 



C, 
C2 



M. 



Ck ^ M/' 



where 



Ml =M (nodpi), 
M2 = M (mod P2), 
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(mod pi), 
(mod P2), 

(mod Pk), 
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d s e (mod (pi - 1)), 
62 s e (mojl (p2 - 1)), and 



Ck = e (mc 



d(Pk-l)), 



wherein e is a nu nber relatively prime to (pi-1), (P2-I), ■ • and (pk-1), 



solving said sub-tasks to 
combining said results o 



determine results Ci, C2, ... Ck, and 

' said sub-tasks to produce said ciphertext word C. 




37. (Once Amended) A method for establishing cryptographic communications that are 
backwards compatible with preexisting iiiblic kev infrastructures, comprising the steps of: 

decoding a ciphertext word C to/a message word M, wherein M corresponds to a number 
representative of a message and whereij 

0 < M < n-1 

wherein n is a composite number fomjed by the product of pi.p2». • .'Pk, k is an integer greater 
than 2[,] and p 1 , p2, . . . , Pk are distinctlraodom prime numbers, C is a number representative of an 
encoded form of message word M th|t is encoded by transforming said message word M to said 
ciphertext word C whereby 
C s M' (mod n), 

and wherein e is a number relatively prime to (pi-1), (P2-I), . • and (pk-1); 
said decoding step being performed using a decryption exponent d that is defined by 

d^e' mod ((pi-l)ifp2-l)...(pk-l)), 
wherein said step of decoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 

Ml = C,f (modpi), 
M2 = Cr(modp2), 



Mk = 4 * (mod Pk), 
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C (mod pi), 
C2V C (mod P2), 

Ck = a (mod pk), 

d, = d (irfod (p, - 1)), 
d2 s d (moU (p2 - 1)), and 



dk = i 



d(mod ^k- 1)), 

solving said sub-tasks\to determine results Mi, M2, ... Mk, and 
combining said results\of said sub-tasks to produce said message word M 




42. (Once Amended) A cyptographic colimunications system for establishing communications 
that are backwards compatible with preejisting pu blic kev infrastructures, comprising: 
a communication medium; 

[a decoding means] communica^vely coupled with said communication medium for 
receiving a ciphertext word C via said ifiedium, and being operative to transform said ciphertext 
word C to a receive message word M', /wherein a message M corresponds to a number 
representative of a message and wherein, 

0 < M < n-1 

wherein n is a composite number fonfned by the product of pi.p2 Pk, k is an integer greater 

than 2[,] and pi , P2, • • Pk are distinJt random prime numbers, and wherein said ciphertext word 
C is a number representative of an encoded form of said message word M that is encoded by 
transforming M to said ciphertext -vford C whereby, 
C = (mod n), 

and wherein e is a number Relatively prime to (pi-1), (P2-I), • • and (pk-1); 
said decoding means bein$ operative to perform a decryption process using a decryption 
exponent d that is defined by 

d = e"' mod ((pi-lft (P2-I) ••• (Pk-1)), 
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said decryption process including the steps of 

defining a plurality of W sub-tasks in accordance with, 

M,' = C,"' (ni)dpi), 
M2' s C/^(nodp2), 

Mk' = C/'(n|odpk), 
wherein, 

Ci =C(modf)i), 
C2 = C (mod/p2), 

Ck = C (moM pk), 

d,^d(mcfd(p,-l)), 
d2 = d (mod (p2 - 1)), and 

dk = d (rfiod (pk - 1)), 

solving said sup-tasks to determine results Mi', M2', ... Mk', and 
combining sayi results of said sub-tasks to produce said receive message word 
M', whereby M'=MJ 



Al. (Once Amended) A method f* generating a digital signature comprising the step of: 
signing a plaintext message word M to create a signed ciphertext word C, wherein M 

corresponds to a number represent^ive of a message, and 
0<M<n-l, 

n being a composite number for/ned from the product of pi»p2*. . .•pk, wherein k is an integer 
greater than 2[,] and pi, p2, . . ./pk are distinct random prime numbers, and wherein the signed 
ciphertext word C is a numb^ representative of a signed form of message word M, wherein 
C = M"* (mod n), anc 

wherein said step of signing includes the steps of 
193110.01 / -12- 20206-25 (PT-TA 410 (Contl)) 
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defining a plurality of k sub-tasks in accordance with 




C, ^ M,"' (: 



C2 = M/^ifnodpa), 



Ck = M/*(-nodpk), 



where 



lodpi), 



MisM 
M2 = M 



(mo i 
(moi 



MksM (molpk), 



d] = d (mod 



Pi). 

P2), 



(Pi-1)), 



d2 = d (mod (p2 - 1)), and 

dk = d(mdd(pk- 1)), 

wherein d is defmed by 

d = e'' m*d ( (pi - 1) • (pa - 1) (Pk - 1)), and 

e is a nuiiber relatively prime to (pi-1), (p2-l), • ■ and (pk-1), 
solving said sub-tasks tp determine results Ci, C2, ... Ck, and 
combining said results /of said sub-tasks to produce said ciphertext word C. 



52. (Once Amended) A digital signature generation system comprising: 

a communication medium,y 

[a] digital signature generating means coupled to said communication medium and 
operative to transform a transrmt message word M to a signed ciphertext word C, and to transmit 
said signed ciphertext word/C on said medium, wherein M corresponds to a number 
representative of a message, and 

0<M<n-l, 
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n being a composite number foraJed from the product of pi.p2 pk wherein k is an integer 

greater than 2[,] and pi, p2, . . ., pi are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of said message word M, wherein 
C = M"^ (mod n), 

said digital signature gent rating means being operative to transform said transmit 
message word M to said signed cjphertext word C by performing a digital signature generating 
process comprising the steps of, 

defining a plurality of k sijb-tasks in accordance with, 

Ci = M, 



where, 



C2 ^ M, 

M, = M (: 
Ma = M (i 



m 



m 



(modpi), 
(mod P2), 

mod Pk), 



3dpi), 
3d P2), 



MksM (mod Pk), 

di = d (mod (pi - 1)), 
d2 = d(mo(l(p2- 1)), and 

dksd(moJ(pk- 1)), 

wherein d is defined by, 

d = e"'mod((pi- 1). (p2-l)» •••• (Pk-l)),and 
e is a number relatively prime to (pi-1), (pz-l), • • ■, and (pk-1), 
determine results Ci, C2, ... Ck, and 
said sub-tasks to produce said signed ciphertext word C. 



solving said sub-tasks to 
combining said results o 
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57. (Once Amended) A digital signatire process comprising the steps of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative Df a message and wherein 
0<M<n-l 

wherein n is a composite numbe" formed by the product of pi.p2». • .'Pk, k is an integer 
greater than 2[,] and pi, p2, pc are distinct random prime numbers, C is a number 
representative of a signed form cf message word M, and wherein said encoding step 
comprises transforming said message word M to said ciphertext word C whereby, 
C = M'' (mod n), 



of, 



wherein d is defined by 
d = e'' mod ( (pi 



verifying said ciphertext word C 



defining a plurality of k 
M,' = 

M2 = 



1). (P2-1) 



(pk-1)), and 



e is a number reli tively prime to (pi-1), (p2-l), • • ., and (pk-1); and 



to a receive message word M' by performing the steps 



sub-tasks in accordance with 
(b/' (modpi), 



wherein 



C, = C 



62 = e 



ek = e 



^^^(modpz). 



(:j''(mod pk), 

modpi), 
mod P2), 

(mod Pk), 



ei = e (mod (pi - 1)), 



193110.01 



mod (p2- 1)), and 

(mod (pk- 1)), 
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solving saifl sub-tasks to determine results Mi', M2', ... Mk', and 
combining said results of said sub-tasks to produce said receive message word 
M', whereby M'f M. 



r 



defining a plurality 0 
Ml' 
M2' 



62. (Once Amended) A digital signature system comprising: 
a communication medium; 

[a] digital signature generating means coupled to said communication medium and 
adapted for transforming a message \/ord M to a signed ciphertext word C and for transmitting 
said signed ciphertext word C on said medium, wherein M corresponds to a number 
representative of a message, and 

0 < M < n-1, wherein n is a composite number of the form 

n = pi»p2»--*Pk, 

wherein k is an integer greater than 2[,] and Pi, P2, • • ^Pk are distinct random prime 
numbers, and wherein said signed ci; )hertext word C corresponds to a number representative of a 
signed form of said message word IV and corresponds to 

C = M"* (mod n), 

wherein d is defined by 

d = e"' mod ( (pi - 1) . (P2 - 1) (Pk- 1)), and 

e is a number relatively prime to (pi-1), (P2-I), • • ., and (pk-1); and 
[a] digital signature verification means communicatively coupled with said 
communication medium for receiving said signed ciphertext word C via said medium, and being 
operative to verify said signed ciphertext word C by performing the steps of, 



k sub-tasks in accordance with 



■J C^' (modpi). 



Mk' 



wherein 



Ci^ 
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i: C/Mmodp2), 

i C/'(modpk), 
C (mod pi), 
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C2sC(modp2), 
Ck^Crtnodpk), 

e, s e ftnod (pi - 1)), 
62 = 6 /mod (p2- 1)), 



6k=Mmod(pk- 1)), 

solving said sub-tasks to determine results M| ', M2', ... Mk', and 
combining said r/sults of said sub-tasks to produce said receive message word M' 
[whereby] wherein M'= 



67. (New) A method as rfecited in claim 14 wherein said step of solving said sub-tasks 
includes processing each of skid sub-tasks by an associated one of a plurality of exponentiator 
units operating substantially simultaneously. 



1 68. (New) A method as recitetd in claim 14 wherein ea^ of said distinct random prime 
number has the same number of oits. 

1 69. (New) A method as recited Vn claim 1 5 M^pifi said step of solving said sub-tasks 

2 includes processing each of said sub-tasks by a«l[associated one of a plurality of exponentiator 

3 units operating substantially simultaneously. 

1 70. (New) A method as recited in claim 1 5 wherein each of said distinct random prime 

2 number has the same number of bits. 

1 71 . (New) A cryptographic communications system as recited in claim 16 wherein said step 

2 of solving said sub-tasks includes procdssing each of said sub-tasks by an associated one of a 

3 plurality of exponentiator units operating substantially simultaneously. 
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72. (New) A cryptographic 
said distinct random prime 




imtions 



system as recited in claim 16 wherein each of 



has the same number of bits. 



73, (New) A method as recited iAclaim 17 wherein said step of solving said sub-tasks 
includes processing each of said sub-flasks by an associated one of a plurality of exponentiator 
units operating substantially simultandpusly. 



1 74. (New) A method as recited in cjlaim 1 7 wherein each of said distinct random prime 

2 number has the same number of bits. 



r; 



1 75. (New) A cryptographic commlinications system as recited in claim 22 wherein said step 

2 of solving said sub-tasks includes prdbessing each of said sub-tasks by an associated one of a 

3 plurality of exponentiator units oper^ing substantially simultaneously. 

76. (New) A cryptographic communications system as recited in claim 22 wherein each of 
said distinct random prime number nas the same number of bits. 

77. (New) A method as recited/in claim 27 wherein said step of solving said sub-tasks 

2 includes processing each of said sib-tasks by an associated one of a plurality of exponentiator 

3 units operating substantially simultaneously. 



1 78. (New) A method as recitid in claim 27 wherein each of said distinct random prime 

2 number has the same number oflbits. 

1 79. (New) A cryptographic/communications system as recited in claim 32 wherein said step 

2 of solving said sub-tasks inclufles processing each of said sub-tasks by an associated one of a 

3 plurality of exponentiator unite operating substantially simultaneously. 



1 80. (New) A cryptographic communications system as recited in claim 32 wherein each of 

2 said distinct random prime n imber has the same number of bits. 



193110.01 



-18- 



20206-25 (PT-TA 410 (Cont 1)) 



SV/193110.01 
01242001/16:30/20206.25 



1 

2 
3 

1 

2 

1 
2 
3 



1 
2 
3 



1 

2 
3 



\ 

1 81. (New) A method as reci ed in claim 37 wherein said step of solving said sub-tasks 

2 includes processing each of saic sub-tasks by an associated one of a plurality of exponentiator 

3 units operating substantially sin ultaneously. 

1 82. (New) A method as recited in claim 37 wherein each of said distinct random prime 

2 number has the same number oflbits 



8 3 . (New) A cryptographic 
of solving said sub-tasks includes 
plurality of exponentiator units 



84. (New) A cryptographic c 



communications system as recited in claim 42 wherein said step 

processing each of said sub-tasks by an associated one of a 
dperating substantially simultaneously. 



Dmmunications system as recited in claim 42 wherein each of 



said distinct random prime number has the same number of bits. 



85. (New) A method as recitejd 
includes processing each of said 
units operating substantially simiiltaneously 



in claim 47 wherein said step of solving said sub-tasks 
jub-tasks by an associated one of a plurality of exponentiator 



1 86. (New) A method as 

2 number has the same number of 



recited in claim 47 wherein each of said distinct random prime 



)its. 



87. (New) A digital signaturjb generation system as recited in claim 52 wherein said step of 
solving said sub-tasks includes processing each of said sub-tasks by an associated one of a 



plurality of exponentiator units 



1 88. (New) A digital signalfure 

2 distinct random prime numbei 



operating substantially simultaneously. 



generation system as recited in claim 52 wherein each of said 
las the same number of bits. 



89. (New) A digital signat ire process as recited in claim 57 wherein said step of solving said 
sub-tasks includes processing 



exponentiator units operating substantially simultaneously 
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